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Digital Transformation

e Spotify:

INDIEGOGO.
twitter¥
Technology changes < T Technology changes ¥ Technology changes
Media & Data Markets & Industries Economy & Society
with Digital Products with Digital Processes with Digital Business Models
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Digitization | Digitalization | Digital Transformation
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Example Challenges and Needs for Smart Ecosystems

&
Qb S DEiE Model-based
e@ Usage ngeg Systems Engineering
Data Usage Variation
Control Complexity Management

Integrated and

Participative
Safe Architectures

Systems Engineering

B Software is an enabler of
new, innovative services
and business models in all
sectors of industry and
society

B Being able to establish
appropriate Software and

Processes Systems Engineering
practices in the organization
ol . :
le _— is crucial
- calable an _ .
Conr;prehenswe -j‘?cgsl},slt% INteraperable for staying competitive
RIS Ecosystem and
quu.wemgnts Architectures for developing
MElHEC _ innovative products on
V"rtual_ time, within budget, and
Engineering with a high level of
Integrated Quality of Resilience quality
Service Guarantees
Certification at
Runtime
|
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Challengel: Complexity, Diversity, Uncertainty, User Experience
Shaping & Simulating Ecosystems

1. Initial Shaping
of Ecosystems

2. Holistic Modelling of Ecosystems Facets

ORGANIZATION

PARTNERS

COMMUNITY

COMPETITORS

November 13/14, 2017 Overview and General Strategy 7
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Challenge 2: Autonomy, Safety
Runtime-Adaptivity and Certification at Runtime

. | da %

ISO 26262 ASIL D: 1 fatal accident per 108 hours 5 bill. km at 50 km/h-

" Tesla: 210 mlllr km of aptonomous drlvmg, target mlssed by a factor of 20, BUT:
: y: ‘ Y
, Drlymg dlstance between fatal accidents i in Germany: 219 Millionen km (2015)
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Three categories of autonomoasyst }

1: Manual operation possible; ?nomy as alimprovement of co rt
2: Manual .’possi e; autonomy necessg Or acceptan

3: Manual Eeraw is ifip@Bible . 2conoiiae| viewpoint);

system r
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- .
nd risk
ptance

Autonomy requires to balance av*abili

(e.g., safetijl) in ordelito maintaina

e,

Autonomous systems
that are available and unsafe will not be accepted,

that are unavailable and safe will not be accepted,
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Vision of Dynamlc Risk Managmenb .

4’1& ) P

J Autonomous systems have to consider the right balance of properties in their
algorithmic decision making.

= I
Due to dynamic adaptation at runtime, this cannot be done completely at design
time. Risks are to be estimated, assessed, and controlled at runtime.
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The Research Challenge

Current edge of

Coastline of

,Continent” of disruptive

_ research Island of research results (may exist
State of the practice Uncertainties evolutionary  reduced or may not exist)
State of the art \ research complexity
ya /
N\

\ \
\

Driver assistance /
Partly automated
driving (Level 1 / Level
2)

Fully e
automated
driving
(Levels 4 and
5)

automated
' driving under
simplified
conditions (Level
E)

,0cean of
disasters”

Controllable

Uncontrollable
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The Challenge — From an Engineering Point of View

—> Static optimizations must be based upon
conservative worst case assumptions,
probably to the detriment of the system
performance

- Fail-op. architectures would become too
expensive and

- Would nonetheless not cover unavoidable,
non-anticipated contexts




A Solution — The Principle Idea Simplified Runtime Models

Adaptation Models /
“The Engineer aboard” [5_‘:;_' |

FUTURE %F—?‘D
E &%

“’\C{“d@ , /?% Model engineer’s
adaptatlom knowledge what to Adaptive Runnables

points in which srtuation
> Adaptation Model

QQQJ

Make uncertainties
explicit
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Challenge 3: Big Data, Security
Data Usage Control

Data access Big Data

control /

Data usage control

Data-based
business models

Security

* No security

Privacy

Security

* No data-based Privacy * No privacy

business models
* Data being provided

for specific purposes

Data-based
business models
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Data Usage Control

The data Joe
collected on Jay’s
field is
automatically
deleted after
delivery

Joe may share data
with Jack when Jack’s
vehicle enters the

dynamic geo-fence

Jay can decide

who gets his
moisture data
Basic field data is and what is done
available as with this data
Joe cannot copy Jay’s OpenData from
data and give it to Jim Jim is getting exactly different sources

the data he paid for
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Data Usage Control: Explicit policies for capturing data usage

M Policies can be seen as parameters for

managing data behavior across domains D A Tﬁ.

M Devices detect and prevent data misuse according CONTROL TECHNOLOGIES
to policies

B Middleware component for deciding and acting

upon policies EARTé/

B Fraunhofer IESE’s IND2UCE framework
and MyData control technologies enable €014 “{“j?"m”“ Prize
ywinner
Data Usage Control features
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Technical Trends und Challenges

Agile processes vs. certification of safety

Dynamic reconfiguration of Systems: guaranteeing properties

Handling of Al-technologies (Deep Learning): reproducibility, understandability / transparency
X@Runtime: Enabling of Systems vs. Current state of standards

Autonomy: how to handle the unexpected, unanticipated?

Interdisciplinarity: achieving engineering methods that are accepted across different disciplines (e.g.
Informatics and mechanical engineering)
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